
[Client Organization Name] (Processor) established in [Location of the client] registered with the Chamber of Commerce under number [CoC number of the client] and [Your Organization] (Controller) established in [Your Location] registered with the Chamber of Commerce under number [Your Coc Number] comply this Data Processing Agreement. (For further conditions in this agreement see article 5 ff. On the other side)

Considerations:
1. The Processor and the Controller have entered into an agreement for the provision of services, as described in the agreement concluded between the parties, which results in the Controller processing Personal Data on behalf of the Processor.
2. Parties are obliged by law to agree on the processing of personal data.
3. When interpreting concepts according to the GDPR, as far as possible, the definitions of Article 4 of GDPR should be sought.
4. Parties should further elaborate these agreements in the present Processing Agreement in order to comply with the GDPR.


Article 1 – Definitions:
a) General Data Protection Regulation (GDPR).
b) The Data Subject: a natural person to whom Personal Data relates.
c) Agreement: the Data Processing Agreement in accordance with article 28 paragraph 3 of GDPR.
d) Personal data: any information related to an identified or identifiable natural person within the context of article 4 of GDPR, which is processed or will be processed by the Controller in any way in the context of the Main Agreement.
e) Processing: all actions as defined in article 4 paragraph 2 of GDPR. 
f) Processor: a natural or legal person as described in article 4 paragraph 7 of GDPR.
g) Controller: a natural or legal person as described in article 4 paragraph 8 of GDPR.
h) Main Agreement: the agreement between the Processor and the Controller to perform Processing.
i) Data breach: a breach of security in accordance with article 4 paragraph 12 of GDPR.
Article 2 – Processor’s obligations: 
2.1 The Processor is with regard to the Processing of Personal Data pursuant to this Agreement as the 'Processor' as described in article 4 paragraph 7 of GDPR.
2.2 The Processor agrees and guarantees that the processing of the Personal Data pursuant to the Data Processing Agreement is in accordance with GDPR.
Article 3 - Relationship between the parties; applicability:
3.1 This Data Processing Agreement applies to all the Processes of the Processor. 
3.2 The Processor guarantees that the Personal Data may be processed by the Controller and indemnifies the Controller for a violation of this guarantee against a third party.
3.3 In the event of any conflict between this Data Processing Agreement and the Main Agreement or any other agreement concluded between the Parties, this Data Processing Agreement shall prevail. General Terms and Conditions of the Processor are not applicable to this Data Processing Agreement.
3.4 Any annexes form an inseparable and integral part of this Data Processing Agreement.
Article 4 - Processing by Controller: 
4.1 The Controller processes the Personal Data only on the instructions given by the Processor, except for those which are deviating legal obligations.
4.2 The Controller processes Personal Data for the benefit of the Processor, in accordance with his instructions and under his responsibility and only in the manner laid down in the Main Agreement.
4.3 The Controller has no control over the purpose and the means for the processing of the Personal Data and does not make any decisions about the use of the Personal Data, unless an exception is included in this Data Processing Agreement.
4.4 The Controller endeavors to process the Personal Data in accordance with the terms and conditions of the GDPR and other regulations.
4.5 The Controller only provides access to the Personal Data to its employees insofar as this is necessary for the performance of the services under the Main Agreement.
4.6 The Controller may also process the Personal Data outside the Netherlands, but not outside the EU. The Processor expressly gives permission for this.
4.7 In accordance with article 28 paragraph 2 of GDPR or on the orders of a judicial or administrative authority, the Controller has the authority to provide the Personal Data to a third party, on the condition that the Controller in that case, insofar as the law or the Regulation does not oppose this, informs the Processor of that intended change or after receiving such an order informs the Processor of this fact to enable it to lodge an objection to the Controller or to make a legal remedy available to the Processor.
4.8 If the Controller is of the opinion that, on the basis of a statutory obligation, it must make the Personal Data available to a competent authority, it will not proceed to do so, unless the law does not preclude this, then after informing the Processor. It will inform the Processor as soon as possible in writing of the legal obligation and thereby provide all relevant information that the Processor reasonably needs to take the necessary measures to determine whether provision can take place and, if so, under which conditions.
4.9 The Controller will handle all requests properly for information of the Processor with regard to the processing of the Personal Data within a reasonable period of no more than 1 month. The reasonableness of the given period depends on the type of request and is exclusively at the discretion of the Controller. The costs for this are borne by the Processor.
4.10 The Controller is permitted to engage a third party in the performance of this Agreement if this, in the exclusive opinion of the Controller, is reasonably necessary for the correct execution of the Main Agreement and this Agreement.
4.11 The Controller will not store any Personal Data that it processes for longer than is necessary (i) for the execution of the Main Agreement or (ii) to comply with a legal obligation imposed on it.
4.12 The Controller will, with due regard for the nature of the Processing and the information available to it, assist the Processor with the fulfillment of the obligations pursuant to Sections 32 to 36 GDPR.


[bookmark: _GoBack]Signed on the approval of ………………………………………..… on a date……………………….…..………………,

On behalf of: [Name of the client organization],				On behalf of: [Your organization],
Signature:							Signature:




Name: [Name of Authorized signatory]					Name: [Your Name] 

Job title: [Job title of authorized signatory]		Job title: [Your job title]
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Data Processing Agreement 
This data processing agreement is intended as an example and for information. As a licensee of the TMA Method you are personally responsible if you use this document. You must make your own considerations and choices about this and, if necessary, supplement it. All red fields in brackets must be filled in and all the texts in blue are for explanation and must be removed. This processor agreement is meant to be concluded with your clients if you process personal data for them, in particular via your TMS implementation/TMA Portal. If you delete the blue text you will see that this agreement fits 2 pages. It is intended that you print this contract double-sided so that everything is on one sheet of paper. 



Article 5 - Use of Sub-Processors: 
5.1 In accordance with article 28 paragraph 2 of GDPR, Processor hereby gives general permission to the Controller to grant third parties access to the Personal Data insofar as this is necessary to process personal data. The Controller has drawn up a document in which the Sub-Processors engaged by him are listed, the latest version of which is always published in a place that is accessible online to the Processor.
5.2 The consent of the Processor for the engagement of Sub-Processors shall be deemed to have been provided if the following conditions are met: a) The Controller has a written agreement with the relevant Sub-Processor which in any case includes the following: (i) an obligation that the Sub-Processor must act in accordance with all provisions of this Data Processing Agreement; (ii) an obligation that the Sub-Processor will immediately follow all instructions with regard to the processing of Personal Data of the Processor and the Controller; (iii) an obligation of the Sub-Processor to process the Personal Data solely on instructions and according to the instructions of the Controller; (iv) a Sub-Processor's obligation not to engage Sub-Processors himself without the prior written consent of the Controller and the obligation to also impose on the Contracted Sub-Processors the same obligations as included in this Data Processing Agreement; (v) an obligation that the Sub-Processor enables the Controller (and thus the Processor) to fulfill his obligations in the case of a Data breach. b) The Processor is entitled to inspect the agreements made between the Controller and the Sub-Processor regarding the processing of personal data.
5.3 The Processor is entitled at all times to an up-to-date overview of the Sub-Processor(s) engaged by the Controller.
Article 6 - Reporting obligation for data breach: 
6.1 The Controller shall notify the Processor immediately after the Controller is informed of each Data Breach and shall in any case provide information about the following: (i) the nature of the infringement; (ii) the (possibly) affected Personal Data; (iii) the determined and expected consequences of the breach for the processing of the Personal Data and the persons involved; and (iv) the measures that the Controller has taken and will take to limit the negative consequences of the infringement. The Controller acknowledges that, under certain circumstances, the Processor is legally obliged to notify a Data Breach that has or may have been a part of the Personal Data processed by the Controller, to data subjects and/ or authorities. Upon reporting a Data Breach the Controller will provide that information to the Processor that is required to comply with Articles 33 and 34 of the GDPR. Controller takes all measures necessary to limit the (possible) damage and to support the Processor with notifications to data subjects and/or authorities.
6.2 The Controller provides the information as completely, correctly and accurately as possible on the basis of the information reasonably available to it.
6.3 The Controller will not inform the authorities on his own initiative unless he is obliged (legally or contractually). In the absence of (timely) cooperation by the Processor within 7 days of a request from the Controller, the Controller may act as deemed reasonable and necessary. Any consequences are for the account and risk of the Processor. 
6.4 The Controller makes written agreements with Sub-Processors regarding the reporting of infringements to the Controller, which enable the Controller and the Processor to comply with their obligations in accordance with the GDPR. These agreements must in any case include the obligation that the Sub-Processor will inform the Controller immediately and at the latest within 24 hours after the first discovery of an infringement and at the request of the Processor will cooperate to inform the competent authorities and Person(s) involved.
Article 7 - Security measures: 
On the basis of Article 7, you must record security measures in writing. With regard to the use of the Talent Management System (TMS), the security measures of the TMS are contained in the document "TMA ICT infrastructure, privacy and security". For other systems that you use and for your own organization, you must record the security measures you have taken in a document.
7.1 With regard of the technical state, the Controller takes into account the sensitivity of the data and the costs attached to taking the appropriate technical and organizational security measures to protect Personal Data against loss or any form of unlawful processing. This concerns an effort commitment of the Controller. The measures are also aimed at preventing unnecessary collection and further processing. The Controller shall record the measures in writing and ensure that the security as meant in this paragraph complies with the security requirements under the Privacy Act. 
7.2 The Controller shall, upon request, provide the Processor with written information within a reasonable period of time with regard to (the organization of) the security of Personal Data.
Article 8 - Informing the Data Subject: 
8.1 In the event that a Data Subject exercises its rights on the basis of the GPDR, the Controller will cooperate with the Processor so that it can fulfill its obligations towards the Data Subject.
8.2 If a Data Subject is directly contacting the Controller with regard to the execution of his/her rights under the GDPR, then the Controller will forward this request - unless explicitly stated otherwise - within a reasonable period to the Processor with the request for instructions within 24 hours after transmission of the aforementioned notification. If the instructions haven’t been delivered within this period or if the Controller himself also has a reasonable interest in respect of the Data Subject to comply with this request, then the Controller shall himself be entitled to provide the Personal Data to the Data Subject and to respond to the Data Subject at the expense and risk of the Processor.
8.3 The Processor is the only party that is responsible for a privacy statement that contains at least the following: a) the name and address of the Operator and Controller; b) the purposes for which Personal Data are processed; c) the categories of Personal Data processed by the Controller; d) the third parties to whom Personal Data are made accessible; e) the right of inspection, correction, deletion and other rights of data subjects with regard to Personal Data as mentioned in the GDPR.
The Controller will make it accessible to the third party on request and according to the instructions of the Processor. The Controller will inform the Processor where this information has been published and assist with the amendment of the declaration if the Processor so requests. 
Article 9 – Supervisory Measures: 
9.1 Measures of a supervisory activity, including fines, shall be fully for the account of the Processor, unless these are the result of intent or gross negligence on the part of the Controller. The Processor indemnifies the Controller against these fines.
In Article 9.2 you must determine the amount you wish/may bear liability to if you are liable. For this, 3 options are formulated (in italics) from which you can choose. If you do not place Art 9.2 in your Controller's contract, you are liable to an unlimited amount. For example, TMA has chosen to take out a cyber insurance policy that covers damage up to 2 million euros a year at Hiscox. In the unlikely event that, despite all the security measures taken, TMA would still be liable under Article 9.1, then TMA's customers would have a wider coverage than would be the case under the TMA license agreement. For information, you can calculate on the following Internet address of Hiscox what a cyber insurance for your organization would cost https://www.hiscox.nl/cyberclear-hiscox. Perhaps worth considering to cover your organization against the financial risks!
9.2 1. . If the Controller is liable on the grounds of the first paragraph, then this liability is limited to a maximum of the amount for which the Controller is insured, plus the deductible. 
9.2 2. If the Controller is liable on the grounds of the first paragraph, then this liability is limited to the maximum amount as agreed in the Main Agreement. 
9.2 3. If the Controller is liable on the grounds of the first paragraph, then this liability is limited to a maximum of [amount] Euro. 
Article 10 - Termination: 
10.1 This Data Processing Agreement enters into force after signed by both Parties and takes effect between the Parties during the period in which the Controller Processes data for the Processor.
10.2 Upon termination of the Main Contract for whatever reason, or at the first request of the Processor during the term of the Data Processing Agreement, the Controller shall ensure that, at the option of the Processor (i) all or a part of the Personal Data determined by the Processor, shall be destroyed at all locations, (ii) all or a part determined by the Verification Responsible, made available within the framework of the Main Agreement, to the Verification Officer in a standard file format, or (iii) The Verification Responsible Party and / or Data Subject being given the opportunity to extract their Personal Data or a part of the Personal Data determined by the Processor in a standard file format.
10.3 Without prejudice to the contrary written order from the Processor, in the event of termination of the Main and Processing Contract, the Controller will destroy all Personal Data made available to it and all digital copies as soon as possible. If, in the reasonable opinion of the Controller, the Controller prohibits or restricts an independent legal obligation on the part of the Controller to destroy the Personal Data, it will notify the Processor in writing as soon as possible of the legal obligation and thereby provide all relevant information that the Processor reasonably needs to determine whether destruction can take place and, if so, under what conditions. If, in the reasonable opinion of the Processor, the legal obligation (partial) destruction of the Personal Data is authorized by the Controller, the Controller shall proceed without delay at the request of the Processor. If the Processor is of the opinion that the destruction may not take place, then it will inform the Controller thereof in writing. In that case, the Controller guarantees the confidentiality of the Personal Data towards the Processor and will not process the Personal Data except for the fulfillment of its aforementioned legal obligation or after written instructions from the Processor.
10.4 Obligations which by their nature are intended to continue after the termination of this Data Processing Agreement remain valid after the end of the Data Processing Agreement. These obligations include those arising from the provisions relating to confidentiality, indemnity, liability, intellectual property and applicable law.
Article 11 - Modification of this agreement: 
11.1 If one or more provisions of this Agreement proves not to be legally valid, the Agreement will remain in force for the remainder. The parties will consult on the provisions that are not legally valid, in order to make a replacement arrangement that is legally valid and that is in line with the scope of the regulation to be replaced.
11.2 If a change in the Personal Data to be processed, in the (application of the) Privacy Act or a risk analysis of the Processing of Personal Data gives reason to do so, the Parties shall, at the first request of one of the parties, act within fourteen days (or as much as necessary to comply to the requirements of the GDPR) in consultation about adjusting the agreements made within the Data Processing Agreement or any annexes. The parties will not withhold their cooperation with changes, unless one of the parties is disproportionately affected.
11.3 The agreements to be made must be recorded in writing by both parties prior to their application before being part of the Data Processing Agreement.
11.4 A change or failure to do so may not result in the Controller not being able to comply with the Privacy Act. If this is still the case, the Controller shall be entitled to dissolve the Main Agreement with immediate effect in whole or in part, whereby all claims of the Controller to the Dispatcher shall become immediately due and payable, without the right to setoff with alleged claims for damages from the Verification Manager to the Controller.    
Article 12 - Applicable law and differences: 
12.1 The Data Processing Agreement and its execution are governed by the [Country where you are established, for example, Belgian] law.
12.2 All disputes arising from or in connection with this Agreement will only be submitted to the competent court in [Place where you the nearest court or the court that you desire is located].


Initials [Your Organization]:


Initials [Client Organization Name]:
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